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This document describes how to install and use the version 6.0 Agent for NetWare, for Windows
and Web Agent Console Backups and Restores.
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Revision: This manual is updated for Version 6.0
Software Version: 6.00 (April, 2009)

Copyright © 1997-2009. All rights reserved.

The software manufacturer makes no representations or warranties with respect to the contents hereof and
specifically disclaims any implied warranties of merchantability or fithess for any particular purpose.
Furthermore, software manufacturer reserves the right to revise this publication and to make changes from
time to time in the content hereof without obligation of software manufacturer to notify any person of such
revision of changes. All companies, names and data used in examples herein are fictitious unless otherwise
noted.

No part of this document may be reproduced, transmitted, transcribed, stored in a retrieval System or
translated into any language including computer language, in any form or by any means electronic,
mechanic, magnetic, optical, chemical or otherwise without prior written permission.

All other products or company names mentioned in this document are trademarks or registered trademarks
of their respective owners.

Acknowledgements: Two encryption methods, DES and TripleDES, include cryptographic software written
by Eric Young. The Windows versions of these algorithms also include software written by Tim Hudson.
Bruce Schneier designed Blowfish encryption.

"Part of the software embedded in this product is gSOAP software. Portions created by gSOAP are
Copyright (C) 2001-2006 Robert A. van Engelen, Genivia inc. All Rights Reserved. THE SOFTWARE IN
THIS PRODUCT WAS IN PART PROVIDED BY GENIVIA INC AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY,
OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE."

The Agent, Agent Console, Vault and Vault Console applications (version 4 and above) now have the added
encryption option of 128bit AES (Advanced Encryption Standard). Advanced Encryption Standard algorithm
(named Rijndael, pronounced “Rain Doll”) was developed by cryptographers Dr. Joan Daemen and Dr.
Vincent Rijmen. This algorithm was chosen by the National Institute of Standards and Technology (NIST) of
the U.S. Department of Commerce to be the new Federal Information Processing Standard (FIPS). AES is
not available when connecting to a Vault lower than version 4.1.
See:http:/icsrc.nist.goviencryption/aes/round2/r2report.pdf for details.

Over the wire encryption is not available when connecting to a Vault lower than version 4.1
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1 Introduction and Installation

This User’s Guide is intended for the System Administrator responsible for ensuring that
their Users’ computers are properly configured to be backed up, and that Backups and
Restores can be run successfully. The computer Users who use the Servers are not
usually aware that their Systems are being backed up.

Different Servers may require different files and directories backed up, on different
schedules, depending on what data needs to be secured. Some may require backing up
more frequently, depending on how the data changes (its volatility).

This Guide will show the Administrator how to select data to be backed up, how to
configure the Agents to do that, and how to schedule the backup times. Restores are
also covered in detail.

The “Windows and Web Agent Console Operations Guide” manual cover all the details
about Windows Agent Console and Agents, from the point of view of “how to operate”
the program.

This Guide covers the functionality required to perform a Backup (and Restore) using
those tools.

Note that BUAgents running under Web Agent Console are also described in the Web
Agent Console documentation. The Agent installation uses the same program for
installation for Windows Agent Console or Web Agent Console.
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What’s New

New features in this release:

This version only supports backup and restore with versions 5.53 and 6.0x of the Vault.
It supports version 6.12+ of Windows Agent Console (32-bit) and version 6.21+ of Web
Agent Console.

Unicode support (UTF-8): Unicode is the international standard whose goal is to
provide the means to encode the text of every document people want to store in
computers. Unicode is considered the most complete character set and one of
the largest, and has become the dominant encoding scheme in
internationalization of software and multilingual environments. ANSI is the default
(normal) representation of most “single” languages. Users using NSS volumes
are able to display, search, and select files through Agent Console.

Authenticated SMTP: this support is added for enhanced SMTP Notification
settings. Additional settings are: Port number, Username, Password, and
Domain.

Improved bandwidth throttling. Each Job can now share (equally) the Agent's
bandwidth throttling. If multiple Job instances run concurrently, they will not
exceed the Agent-wide bandwidth throttling limit. The user can optionally turn off
throttling for restores, if extra speed is needed.

Logical Vault Recovery (LVR) Support. The Agent supports vaults configured for
LVR. The Agent can automatically determine the correct vault and backup, if the
logical vault has changed. For example, if the active vault has failed, and the
passive one is now the active one, the Agent will synchronize and switch over to
the new one. The log file will show this activity.

The Agent can re-create a missing delta file. The Agent includes additional
information with the backup that allows it to re-build the file, partially or wholly.
This delta recovery only occurs with Vault 6.0+.

Advanced Filtering, with Directory wildcards, to improve backup performance and
usability.

You can Restore from a range of safesets in a single run. You may chose a
"from" and "to" in the two dropdown lists, to show multiple catalog entries.

On a Restore, under "File Overwrite and Renaming options"”, you may
additionally choose to rename existing files, or rename the incoming ones with a
new extension (.0001, .0002, etc.).

Long path name support. The Agent supports very long path names for both file
system and plug-in data sources, when connected to a version 6 Vault. The
maximum length is 31,999 characters. Older Agents only supported 511
characters. The supported length will show in the log files. The Agent is
backward compatible with older Agents, but older Agents will not be able to
restore from long path names. Note that this long path is only for Web Agent
Console. Windows Agent Console only supports browsing of path lengths up to
the buffer size of approximately 8,000 characters.

Cross catalog searching. Users can search through all available catalogs when
restoring files, without switching Restore Wizard screens.
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e Restore from another computer. The User can restore from another computer
when the Job name is identical on both computers.

e Safeset encryption now includes a stronger encryption algorithm, AES 256-bit.

e Job names can now be up to 30 characters long, and must consist of letters (A-Z
and a z), numbers (0-9) and/or _, -, $ (underscore, dash, dollar sign).

o "Forcereseed" option in CLI. Delta recreation allows the user to rebuild a DTA
(delta) file by using Job synchronization. This command line only option will force
a re-seed, in case of a failure with delta recreation in rebuilding delta files.

If the Vault supports delta recreation, and the recreated file is unusable, then the
backup will be forced to reseed.

The Syntax of this parameter is:

VV backup Job mame /param=Job name.vpb /forcereseed

See the “Windows Agent Console Operations Guide”, the “Web Agent Console User
Guide”, or the “Web Agent Console Administrator Guide” (or their Helps) for more details
on these features.
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1.2 Agent for NetWare Installation

1.2.1 System Requirements

Hardware
]

|

|

Software
v

=

NN NI

CPU — a 32 bit x86 or compatible processor

Note: If your operating system suggests different minimum
hardware requirements, employ whichever is greater.

RAM

e 256MB for NetWare 6.0
e 512 MB for NetWare 6.5

HDD - 100MB of available disk space.

An MS Windows workstation that has the latest version of the Novell
Client for Windows, or Microsoft Client Service for NetWare installed.

NetWare 6.0 or 6.5

e Support Pack 5 for NetWare 6.0
e Support Pack 7 for NetWare 6.5
Vault version 5.53 and up.
Windows Agent Console version 6.12 and up

Web Agent Console version 6.21 and up
NetWare Agent version 6.00
Network:

e A Novell TCP/IP stack

e NETDB.NLM (for Network Database Access for NDS and NIS

gueries. Note that this NLM should be started before the Agent.)

Optional software: Open File Manager * - OFM 9.601 or above.
Note: Using OFM on NetWare 6.5 NSS volume requires the following
patch that can be obtained at:
http://download.novell.com/Download?buildid=vglJ013SZ8c~
In addition, the Agent installation directories and any anti-virus
directories must be excluded from open file protection. Do not back
these up using any file-lock management utilities.
In the client’s properties dialog, under OFM GUI, select the “Files” tab
then add the Agent’s directories and subdirectories to the “Files to be
ignored by OFM”. Make sure to check “Include subdirectories” check
box.

*See the related OFM documentation for configuration.
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1.2.2 Privilege Requirements

1.2.2.1 Installation
To install the Agent under NetWare, you need an ADMIN account or an account with
security equal to ADMIN.

Note: Because TFS may not have the long path name support installed (the LONG
namespace loaded or not), it is recommended to install the Agent on an NSS volume for
long path names support.

1.2.2.2 Functional

To communicate with the Agent for NetWare from the Agent Console application, you
need an ADMIN account, an account with security equal to ADMIN or an account with
Supervisor rights to the [root] object of the NDS Tree.

1.2.3 Installation Procedures

The Agent for NetWare Installation kit is available in an executable file format with the
file name Agent-NetWare-6-00-2xxx.exe. Your service provider may have renamed this
file.

The installation wizard guides you through the appropriate steps. When the installation
program concludes, you may choose to edit the Autoexec.NCF.

1.2.3.1 Installation Steps

When you run the install executable, from a MS Windows workstation, the Welcome
screen appears. Click Next to continue.

The Support / Release Notes information screen appears. You may print these if you
wish. Click Next to continue.

The Software License Agreement for the program appears. You must Accept to continue
further with the installation. Click Next to continue.

The “Select NetWare Server” screen appears. Enter a name, or select one from the pull
down list. Click Next to continue.

The “Set Installation Path” screen appears. Enter the Agent Installation Path (typically
SYS:\<installation_directory>\). Click Next to continue.

Agent Management Method Selection screen appears next. Choose one of:

o | will manage my Agent using Web Agent Console hosted at <Web Agent
Console URL>

o | will manage my Agent using Web Agent Console. | will specify the location.
¢ | will manage my Agent using Windows Agent Console only.

That is, you may be asked to use a known Web Agent Console URL address, or to
supply one if you want to use Web Agent Console, or to only use Windows Agent
Console.
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Depending on how your installation kit is set-up, and what Agent you have installed
already, you may see:

a) all three of these prompts, or
b) the first and third, or
¢) the second and third.

If you have selected to manage your Agent with Windows Agent Console only, you will
not see the next screen on "Registering the Agent with Web Agent Console". But, if you
have selected one of the first two choices you will see that screen next. “Would you like
to begin the installation?” Click Yes.

"Register Agent with Web Agent Console" screen. If you are using the Web Agent
Console, you must Register the Agent with it so that it can be managed by the Web
Agent Console. You may or may not have an address in the address field, depending on
what you selected in the “Agent Management Method Selection”. Enter the username
and password that will allow this Agent to register with the Web Agent Console. This is a
name and password created for this Agent by an Administrator on the Web Agent
Console. Click Next. The Registration will fail if it cannot connect to the Web Agent
Console. You can run the installation again to register if you cannot succeed here. (In
that case use, “Skip Registration” to finish.)

You could "Skip Registration" here, and only manage the Agent with Windows Agent
Console, if you wish. Click Next.

NOTE: If this is an upgrade from a previous version, the Agent binaries must be installed
in the same location as the previous version. Otherwise it is likely that the user will
continue using the older version, since the older version search path appears ahead of
the upgraded version.

The “Setup Status” screen appears, to show the installation progressing. When the
installation has completed, you see a message (Note) reminding you “If you want to
edit autoexec.ncf to load VVAgent and BUAgent automatically, please make sure
VVAgent and BUAgent are loaded after OFM.” Click OK to continue

At this point, if this is a new (first time) installation, the Agent installation is finished. You
can now edit the autoexec.ncf file, if you wish, or run it from the console (see the steps
below in the AUTOEXEC.NCF command).
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1.2.3.2 Editing the Autoexec.NCF File

To permanently install the Agent for NetWare so that it is started after each reboot of the
NetWare server, add the commands below to the AUTOEXEC.NCF command
procedure.

To edit the AUTOEXEC.NCF file, load the EDIT.NLM and open the AUTOEXEC.NCF
file. Add the following lines after the point where the TCP/IP stack has been loaded and
configured (the end of the file is a good place) and save the changes before closing:

> LOAD OFM.NLM (OFM is optional)

> LOAD SYS:\<installation directory>\VVAGENT (VVAGENT manages
connections to the Agent from Windows Agent Console)

> LOAD SYS:\<installation directory>\BUAGENT (BUAGENT manages
connections to the Agent from Web Agent Console)

1.2.4 Upgrading from earlier versions
The Agent (NetWare) 6.0 supports upgrades from version 5.05 only.
Upgrading an Agent to Version 6.0 includes the following tasks:

¢ Meeting System and Software Requirements
e Preparing the Computer
¢ Running the Installation Kit

1.2.4.1 Meeting System and Software Requirements

To upgrade to Agent (NetWare) 6.0, your system must meet the minimum requirements
listed below.

System Requirements:
The server to be upgraded must be running one of the following:

o NetWare 6.0 server with Support Pack 5
e NetWare 6.5 server with Support Pack 7

Available free space of the volume that the Agent is installed on should be bigger than
the size of all Delta files + the size of the largest Delta file + a reasonable cushion (at
least 100MB).

There is no space restriction for the Agent installation directory.

An MS Windows workstation that has the latest version of the Novell Client for Windows,
or Microsoft Client Service for NetWare installed.

Software and Other Requirements:
o Agent NetWare 5.05 installed.
o Agent (NetWare) 6.0 installation Kit.

e Supervisor rights of the eDirectory tree. NetWare 6.0 requires a username in the
format below: "admin.dept name.company name"
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Preparing the Computer
To prepare your existing NetWare server for upgrading the Agent, complete the following
tasks:

e Back up the previous Agent Files

o Clean up Server Profiles in Global.vvc

e Clean up Jobs

e Synchronize all backup Jobs

o Verify eligible Vault version (5.53 or greater)

Backing Up the previous Agent Files:

We strongly recommend that you make at least one backup of your previous Agent files,
including all files and subdirectories under the Agent installation directory. Do not
attempt an upgrade without a backup.

To do so, first unload VVAgent from the server console, manually copy those files to a
different place. It is better to use a different volume. Then load VVAgent again.

Clean up Server Profiles in Global.vvc:

From the Agent Console, open up the Agent Configuration of the Agent that you want to
upgrade. Go to Vaults section, check if there is any server configuration that no longer
being used and delete it. Also, highlight every server configuration and click Edit, and
double check that the information of this server profile is valid. Then click OK to save
your changes.

Synchronize all backup Jobs:

After cleaning up Jobs, check the backup logs of each Job to see if any errors show
“Validation failed”. If so, you need to verify the validation information with your Vault
Operator to make sure it is valid. If the latest backup log shows no errors, do a
Synchronize with the Vault and check the Synch log.

1.2.4.2 Running the Installation Kit
We recommend starting upgrading when all the Vaults in Agent Configuration are not
busy on other Jobs.

Then run the Installation Kit Agent-NetWare-6.00.2xxx. The upgrade is done
automatically through the Agent for NetWare installation.

Previous OTM installation

If OTM had been previously installed along with the Agent-NetWare 5.05, you will be
prompted with the following message.

The installation kit has detected that you have OTM installed on the target system. OTM is no longer supported on Metware. Please contact support
! to transition to OFM,

If you continue the upgrade, OTM will be uninstalled.
Do you wish to continue?
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If you choose to continue OTM will be uninstalled. Then you will need to transition to
OFM for open files protection.

If you choose not to continue, the installation will stop and rolls back. You will have to
run the installation kit later.

Successful Upgrade

If the upgrade is successful, the user will not see any messages. The installation
finishes like a fresh install and the agent files will have been upgraded.

Failed Upgrade

If the upgrade fails, a message is shown to the user saying that the upgrade has failed.
That message will show the contents of the upgrade log file, which should indicate
where the problem is. Then the user has to abort the installation, which will be rolled
back. After having fixed the problem, the user can run the upgrade again later.

Undeterminable Upgrade Status

In case the installation kit is unable to determine the upgrade status, the user will be
informed. The options, then, are either abort or continue the installation.

e |f the user chooses to abort, the installation will be rolled back and the user will
have to upgrade again later.

e If the user chooses to continue, the installation will proceed and complete. But in
case the upgrade did, in fact, fail and the user had chosen to continue, then they
will have to re-run the installation kit again to get the agent files to upgrade,
otherwise their agent will not run.

1.2.4.3 Uninstalling the Agent for NetWare
To uninstall the Agent for NetWare (in permanent configuration):

Load the NWConfig program from the NetWare console or use RCONSOLE from
an Agent workstation.

o Choose the NCF Files Options selection.
e Choose to edit the AUTOEXEC.NCF file.
e Remove the following entries:

> LOAD OFM.NLM (if used)

> LOAD <vv_volume>:\<vv_directory>\VVAGENT
e.g.: SYS:\<installation directory>\VVAGENT
e.g.: SYS:\<installation directory>\BUAGENT (if used)

Exit from NWConfig.NLM when completed.
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1.3 How the Agent for NetWare Works

The Agent Console and Agent applications comprise a data protection software suite
that securely backs up and restores file data from Servers across a network to a remote
Vault. The applications provide an automated lights-out method for protecting your
valuable computer data without the need for tape devices or other Backup media.

The Agent User’s Guides explains how to configure the Agent installed on individual
computers, and how to do Backups and Restores. The “Agent Console Operations
Guide” further explains, in more detail, how to use the Agent Console application to
configure Backups from those computers running the Agent.

1.3.1 Agent Software

The Agent software runs on the individual computers to be backed up. Backups and
Restores on the Agent computers are configured and scheduled by the Agent Console
computer. The Agent communicates its Backup data directly to the Vault.

The Agent consists of the following components:
The “VV” component performs the Backup and Restore functions to the vault.

The “VVAgent” and “BUAgent” components handle scheduling, configuration and
communication with the Agent Console. They run as NetWare NLMs.

Note that the NetWare Agent is not multi cpu aware.

1.3.2 Agent Console Software

The Web/Windows Agent Console program provides a centralized point of control for
managing all computers (not just NetWare) running the Agent software on a large
computer network. Within an organization, the configuration and scheduling of Jobs is
done through the system running the Agent Console software.

Note: The following description is for background information only, and is not
necessary for using this document.

1.3.3 Vault Console Software

The Vault Console software controls and manages the pooling and storage of backup
data at a remote secure Vault location. This data is communicated to the Vault from the
Agent computers over a WAN, LAN, the Internet, or imported from an alternate media.

1.3.4 On Line Helps

The help in the Agent Console GUI is accessed from the main drop-down menu, or by
using the F1 function key (Windows Agent Console). There is also context sensitive
“WhatsThis?” help on each GUI screen (Windows Agent Console).

Web Agent Console is described in the Web Agent Console Administration User Guide,
and the Web Agent Console on-line help.
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1.3.5 Overview of Product Set

This diagram shows the relation between the various related products.
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Figure 1. — Product Set
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1.4  Agent Console Configuration Overview

The Agent program runs as an NLM on the server (computer) that will be backed up.
You use the Agent Console program to control and direct it. One Agent Console
program controls many Agents on many servers on a network.

Names, passwords, and permissions are needed to allow the Agent to connect with the
Agent Console.
e Each server (computer to be backed up) needs an Agent.

e You need to connect (from the Agent Console) to an Agent (when you configure
a new Agent).

e You must supply: a Name, IP address, and user/password.
e Then, you must Register the computer to the vault.

You must Register a computer to a vault to be able to “logon” to that vault and establish
a connection. The vault must know that this Agent is valid and is authorized to perform
its functions.

You will need to “re-register” a computer if you are restoring from another computer, or
you are performing a bare-metal restore.

Jobs are registered during their configuration, and are used during a backup. They
contain information such as:

e Which profile is used? (i.e.: which vault?)

o What data is to be backed up?

o What type of logs?

e What type of encryption (if any)?

e When s it scheduled?

Note: The first backup is a “seed” (complete backup), the next and subsequent ones are
deltas (i.e. changes only), but they are still considered a “full” backup.

Depending on how your system is configured:

e There may be more than one vault you can connect to.
e One Agent Console usually controls all the Agents on your network.
e You can also backup to the Agent’s local disk or tape.
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2 Performing Backups

2.1 Introduction

These steps are described from the point of view of a user on a newly installed system.
They will “get you going” to be able to perform a backup. The “Agent Console
Operations Guide” manual describes all the features, options and further details of the
Agent Console program.

An_Agent configures, manages, runs and monitors backup Jobs. You can manage and
control many Agents through one Agent Console application (GUI). An Agent may have
multiple Jobs.

A Job defines the parameters associated with a backup, restore, or other commands.
Examples of parameters include: file selections and filters; compression; and encryption
settings. A Job always belongs to only one Agent. Job names are unique on that Agent.

A profile defines the vault configuration that will be used by your Agent. It matches a
Job to an account on a vault. The Job uses the profile to validate the backup to the vault,
and to know where to put the backup. A profile may be used by more than one Job.

Seeding / Re-Seeding is a full backup created on the Vault when you run your first
Backup (safeset). This first safeset contains all the data selected for backup and is
called a "seed". Subsequent backups are deltas (changes in file) that are applied to the
first full backup to create subsequent safesets. This way a current full backup is always
available.

If the Agent detects changes, such as the encryption type or password changing, the
next backup will be a re-seed.

In the case of a re-seed, your backup will take longer to complete and a message about
re-seeding is created in the log file.

[ " Al Agends B i

P — L |
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A& Agent: TWWVALLT is not configured

e | /

Figure 2. — Configure Agent
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2.2  Configuring an Agent (creating a Job)

Atfter having newly installed an Agent and registered it to Web Agent Console, it displays as
Unconfigured on the Web Agent Console Dashboard. Note that by configuring the Agent, you
are creating a new Job at the same time.

Click the button “Configure This Agent” to start the wizard that leads you through the
configuration of the Agent.

2.2.1 Agent Description

Agent Configuration Megunt Dascriptions Netw are Agent

Figure 3. — Agent Description

Enter a description (meaningful to you) of the Agent and click the button “Next”

This brings up the Backup Source Type selection screen

Job Mame: NetWware-Jab Job Description:
+ Agent Configuration Backup Source Type: flocal Systemn -]
Job Configuration Local Systemn
Job Type Selection f

Figure 4. — Source Type
After having entered the Job’s name, choose Local System then click the button “Next”

This brings up the files Selection screen
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2.2.2 Data Selection

2.2.2.1 Common Files and Folders Inclusion
This screen allows you to select the files you wish to include to your backup Job.

You can “open” the tree in the left pane by clicking on the + signs. Click in the check box next
to a folder or file name to select them.

Job Hame! NetWare-Job Job Dasoriptien! J

. Agant Eonfigurstiss Local System
b Confiquiatisn Dsts Filer Baccrp Set
: ::-:xw“ ?I_ Mastwaare WO Include f Exclude Directory Files Size RECUFRivE
- [ _ADMiNG
-0 Mo
£ [T 5rd
Inchad

Figure 5. — Data selection

Click Include. The file/directory names are moved to the right hand side pane. The Remove
button allows you to remove files from this list. The Edit button allows you to edit options for a
folder.

If you have a directory with a large number of files, and you want to select most of them, it
might be easier to select the directory, and then Exclude (from the list) the ones you don’t
want.

You should exclude any files and directories that will be busy (open) during the backup, and
do not need to be backed up. This includes the directory where the Agent is installed. The
backup will still work, but you will see error messages in the log file such as:

”

{3 . .
error opening file ...

You may also select one directory (folder) at a time to be backed up. When you click Include,
you will get a message asking if you want to include all files, or just some of them which
match your selection criteria (filter).
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Figure 6. — Include Options

“Recursively” means to include all files and directories below this directory. Otherwise
you may choose to select certain files, depending on their names and extensions. A
period (.) means a recursive directory.

Previously, if a file selection contained nested exclusions and inclusions, the exclusions
would always take precedence. Now, the selection with the most detail will take
precedence. This allows for nesting of multiple inclusions and exclusions. In these
cases, the filtering will avoid traversing excluded directories.

Wildcards in File Names and Directories

An asterisk (*) means all files with any (partial) name or extension, or a part (start,
middle, end) of a Directory name.

A question mark (?) means a single character in a file name, or Directory.

Wildcards in Directory Paths

Wildcard path elements are handled and supported for Backup selections. The
Vault does not support or recognize wildcard folder selections for the purposes of
Restore. The Agent supports wild-carded path elements for both inclusion and exclusion.

For example, assume you have on your server, a directory called “Users”, and below it
are directories for each user’'s name, in alphabetical order (C:\Users\<all the A’s>,
C:\Users\<all the B’s> and so on until <all the Z's>. You want to be able to backup up all
these user directories.

If you just select “C:\Users” and select Recursive, you will get everything, in one backup.
But as more users are added, the backup takes longer. What you want to do is break the
backup into separate backups, with each taking a part of the data. For instance, one
takes all the A to E, another takes all the F to J, or whatever “balance” you decide.
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Figure 7. — Include Options

If you use a wildcard with each letter, A*, B*, C*, D*, E*, (and recursive) for one backup,
you can get all the data, automatically including any new ones added, and excluding old
ones deleted. Another backup Job may use F*, G*, H*, I*, J* (for example).
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= W Include SvSi\Vault-lageho*
s [ i &+ AVAND -
g T apache

£ [ arbmanages

Figure 8. — Wildcard example

Of course, you can still filter further with "Only files matching this filter”.

Wildcard Rules for Directories

In these examples, a path element is a part of the path (\ ...\) of a directory. If the
wildcards are not used in this way, you will see an error message. Note that the *.* at the
end of the selection represents wildcards for the files. This is different than the wildcards
for the folders.

Only the last path element of the selection can contain a wildcard:

Supported: SYS:\Projects\A*\.\*.*
NOT supported: SYS:\P*\Active\.\*.*

A path element of a selection can only contain one wildcard:

Supported: SYS:\Project*\.\*.*
NOT supported SYS:\P*j*\.\* *

The wildcard can appear anywhere in the path element:

Supported: SYS:\Project*\.\*.*
Supported: SYS:\*Projects\.\*.*

The Agent supports one path element with a wildcard per selection:

Supported: SYS:\Projects\User*\.\*.*
NOT supported: SYS:\PHU*\.\* *
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2.2.2.2 NDS Tree Inclusion

If you choose to include the NDS tree in your backup Job, once you select it and click
Include, you will be prompted to provide credentials for the NDS tree as well as to
choose other options for the NDS tree backup.

NDS login information oY
Usar Harma: admin|

Pazsword: oH ol e ol e e e
NDS backup options
LT Backup entire HDS tree

Lo Backup HDS for selected uzer

L Backup HDS fram:

Figure 9. — NDS tree Inclusion

a) To backup the entire Novell Directory Service (NDS) tree, select Backup Entire NDS
Tree. This backs up the NDS tree from the [root] object on down. This option requires
that the NDS user specified have supervisor object rights to the tree root.

For example: To backup the entire NDS tree on behalf of user “admin” from the
container “mycompany”, you should specify “.admin.mycompany” as the user name
and password;

b) Backup NDS for selected user backs up a selected user, which means that the
backup commences from the partition root that the NDS user is on.

For example: To backup NDS for user “admin” from the container “mycompany”, specify
“.admin.mycompany” as the user name and password. Only the container with user
admin (and all objects it contains) will be backed up;

c) Backup NDS from a specified location backs up any valid container or leaf object
within the NDS tree. If the object is a container, then its descendant will also be backed
up. This option requires that the NDS user have supervisor object rights to the object
specified. Enter a location to start the NDS backup from.

For example: To backup only the container “mycompany”, enter “.admin.mycompany”,
the password, and then specify “.mycompany” in the "Backup NDS from" field.

Note: In addition, you may use another method to backup and restore System State (as
opposed to just NDS). This is applicable to eDirectory 8.7 and above, and is often called
"Hot Continuous Backup". This method is described at:

http://www.novell.com/documentation/edir873/index.html?page=/documentation/edir873/
edir873/data/a2n4dmb7.html.
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2.2.3 Job Options

2.2.3.1 Encryption and Advanced Backup Options

Once you have finished selecting the files to backup, click “Next” to go to the “Options”
screen.
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Figure 10. — Job Options

Here you can select an encryption type, and create a New Password (case sensitive, up
to 31 characters). The different types have different cipher strengths, from DES-56 to
AES-256.

¢ None - no password

e DES 56 bit

¢ Blowfish 56 bit

e TripleDES 112 bit

e Blowfish 128 bit

e AES 128 hit

e AES 256 bit

Confirm (re-enter) the password. You can enter a password hint to make you remember
your password. For security reason the password hint should not be the same as the
password.

The Advance Backup Options allows you to choose:

e Aretention type (Daily, Weekly or Monthly)

e A compression type

o To Back up files opened for write or not

e To clear archive Bit processing or not

e To create log file or not and adjust the log file’s detail level
e Support NetWare file compression

For detailed descriptions of the Advanced Backup Options, see the Agent Console help
or user’s guide.

Click “Next” to go to the schedule screen.
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2.2.3.2 Notes on NetWare File Compression

If this check box is selected, the software backs up the NetWare file in compressed
format. This feature is useful for files that are rarely modified. Note however, that the
Backup Delta processing feature does not work on compressed files. Each time the
compressed file is accessed, the Backup sees the entire file as new and must reseed it.

Advantages

1. Backing files up in their native compressed form ensures that they will be
Restored in compressed form, reducing or eliminating the possibility of a disk full
situation.

2. Backing files up in their native compressed form reduces CPU overhead by not
having to compress and decompress on-the-fly during Backup and Restore.

Disadvantages

1. Files can only be backed up in their native compressed form if the O/S supports
NetWare compression and compression is enabled on the volume that the files are
Restored to.

2. When files change from compressed to uncompressed, or from uncompressed
to compressed, the application must Backup that file in its entirety. If the
compression settings in NetWare are too aggressive (meaning a lot of
compression state changes are occurring) the Delta processing will be inefficient.

3. Currently, natively compressed files cannot be Restored to an NSS volume.

The Support NetWare File Compression check box is unselected by default. NetWare
files are backed up in uncompressed form, enabling full Delta processing and often
saving storage costs over the long term.

Be aware, however, that you will require significantly more room on your system for the
Restored files if your original files were compressed.

If you have selected to support NetWare compression, you can detect changes during
Quick File Scanning. This detects if the data has been converted by the O/S from non-
compressed to compressed, causing a re-seed. Any file streams that are deemed
unchanged since the last backup are skipped over. The default is to read files in their
entirety.
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2.24 Scheduling Jobs

A Job (a Backup or Synchronize, but not a Restore) can be run at pre-determined
(scheduled) times. All Jobs can also be run “manually” (ad hoc or unscheduled) when
desired.

Note that, if you wish, you may choose to finish the configuration without scheduling the
Job and come back later for a schedule.

\

Figure 11. -Schedule Creation

Click the button “Add” to display the Schedule details screen.
Here you can:

e Change the schedule view mode,

e Check the days you want the backup to be done,

e Enter a time you want the backup to be done,

e Choose a retention scheme (this will determine how long your backup will be
kept online),

Open the Advanced Schedule Options and:
e Select the compression mode,
e Choose to use deferring or not,

e Adjust the Backup time window.
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Figure 12. — Schedule Details

Once you have finished your schedule, click “Save changes” from the Advanced
Schedule Options screen and then “Save changes” from the Schedule details screen.
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Figure 13. — Scheduled Job
Click “Next” to go to the Destination screen.
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2.2.5 Registering Jobs to Vaults

The last step of the Agent configuration process, this screen is where the user enters all
the information (profile) necessary to connect to the vault and send backups to it. If this
is the first time you configure an Agent, the “New Vault” screen pops up automatically
when you click the “Next” button from the “Schedule” screen.

Here you have to:

e Enter the vault name,
e Enter the vault's address and click “Add”,
e Enter your credentials for the Vault.

Note that those credentials should be given to you by your Vault administrator who
creates the accounts for connecting to the Vaults.

Vault Mamat |[ronW sult

P Addre::
g“

192.168.2.191

Figure 14. — New Vault

The Advanced Vault Settings allow you to:

e Choose a specific port number. Note that priority is given to the topmost port
number in the list. Use Move Up/Down buttons to change the port number
position.

e Set the reconnection intervals,
e Set the time period after which reconnection tries stop,
e Enable over the wire encryption
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Figure 15. — Vault Configuration

Click “OK” to go back to the “New Vault” screen, then click “Save Changes” to finish
registering the Job to the Vault.

Once you have finished registering the Job to a vault, click “Save Changes” to finish the
Agent configuration. Now the Agent is configured with a new Job created.

If you want to go on creating another Job for that Agent, click the button “Add” which will
lead you through the same wizard.

The next chapter will show how to run a backup.
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Figure 16. — Newly Created Job
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2.3  Running Backups

Once all the Agent Configuration information has been entered, and a schedule set up,
as in the previous chapter, the Backups will take place automatically at the scheduled
time.

On occasions, you may need to run a “one-time” (Ad Hoc) Backup for a special reason.
You can either use an existing Agent and Job (and modify it) or create one specifically
for that Backup.

2.3.1 Ad Hoc Backup

To run an ad hoc Backup, click on a Job to highlight it and then click the button “Run
Backup”

| @, QAFRENS MyWorkStation Desktop 6.00.2371

'i,h;u RedHat Enterprise | Server 6002404

.-.,.»;.,,--.,, Test Agent erve ¢ 2404

QATRENCH
Ednt Logs Name Description Lost |
) Test Never

Figure 17. — Ad Hoc Backup

This brings up the “Run Backup” screen

Agant QAFREMCH Jobi Tast J
Crastinations | Iron'ault ;I
Ratantion Schamas | Daily ﬂ

Ad | Backup | i )

Figure 18. — Run backup
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Here you choose a:
e Destination, the vault to send the backup to, or “Directory on Disk” if you want to
send the backup to a directory on the same machine running the Agent.
¢ Retention scheme that determines how long the backup is kept on the Vault.
The Advanced Backup Options allow you to:

e Set “Quick File Scanning” on or off,
e Use deferring or not,
e Adjust the backup time window.
Click “OK” and then, on the “Run Backup” screen, click “Start Backup”

The backup starts with a screen showing the backup process that tells, at the end,
whether the backup completed or failed.

Corpenl preceis
Proceddld 432 Filas Proceiied 1
Job Mame: Test File Data Processed) 336 Bytes

Fatus: Bachup completed Saferet Dats Procesped: T ER

Figure 19. - Completed Backup
Once the backup is completed, the Process Information screen can be closed.
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2.3.2 Logfiles

Log files are the System transcripts of what happened while the Backup, Synchronize or
Restore function was running. To display a log file for a Job, click the icon under “Logs”
column.

@ QAFRENC MyWorkStation Desktop 6.00.2371

ﬂ QAHPLK Server &.00.2403

§ rhdes RedHat Enterprise Linux Server 600, 2404
QAFRENCH Jaba By

[ Run Backup ] [ Fun Razbore J :_ Raztora From Ancther Computer ] [ Propagabts Job

Edit Logs Hame Description Last Ba:
[ L'i Test Complet

Figure 20. — View Logs

From the drop down “Log Files”, choose “Backup”, “Restore” or “Synchronize”

You can display the whole log info in a new window by clicking “View”.
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Figure 21. - Log Viewer
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24  Editing Jobs

After having already created a Job, you may want to come back and change some of
your options. The “Edit Job” option allows you to do so.

Note: It's not possible to edit the “Backup Source Type” from the “Job Type
Selection” tab. If the “Backup Source Type” you selected before does not suit your
needs, you will have to create a new job or delete that job.

To edit a Job, from the Job’s pane, click the icon under the column “Edit”.

You can change your options, from tab to tab, in the same way you did it when you first
created the Job and click “Save changes” when you are done.

Job Hame: Tagt Job Desaiption:
Job Type Selecton Seleckion Options Schedule Crestination
Backup Source Type:s | Local Systam _|

Figure 22. — Edit Job
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3 Performing Restores

3.1 Restoring from a Backup
There are several circumstances or reasons why you may want to do Restores.

e To recover one or more data files or directories. You can Restore them to their
original location, overwriting any that are there, or Restore them to a different
location on that disk, so that you can then decide on which files you want to copy
(restore).

e To recover data that was backed up from one computer, to be Restored on
another (similar) computer System.

o To recover a complete System (from the “bare-metal” up) when the original
System has been lost.

You can run multiple individual Restores at the same time (i.e.: simultaneous restores).
Each one will start a new process, which you can monitor.

3.1.1 Restoring Common Folders and Files

Restoring from a Backup is the most common usage, allowing you to recover anything
from a single file to a complete directory structure.

To start a Restore, click the Job you want to restore from and click the button “Run
Restore”. This brings up the “Restore from Backup” wizard.
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Figure 23. — Run Restore
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3.1.1.1 Source screen
Here you can:

Select a safeset, enter a Safeset number or select a range of Safesets.
Select a Vault or Directory on Disk depending on where the Backup was sent.

Enter the Password if the Backup is encrypted. You may not see the password
section if the Backup was not encrypted. Click “Show Password Hint” if you have
forgotten the password. Note that the password is case sensitive and if you have
lost the password, you cannot access the Backup data.

3.1.1.2 Data Selection screen
Here you can:

Select the Restore objects (files or directories).

Expand the directories (if available) and select or deselect files to include in the
Restore.

3.1.1.3 Destination screen
Here you can:

Restore files to their original locations, or to alternate locations.

If you choose to Restore to the original location, the initial directory structure is
recreated. When this option is selected, the “Preserve folder structure” option is
checked by default.

When restoring to an alternate location, you may choose whether or not to
preserve their folder structure. If you choose not to preserve their folder structure,
all of your files will be Restored to one directory.

Note:

If two files with the same name, but located in different volumes, are Restored to
the same alternate location, Agent Console does not differentiate between volume
names. The first file is Restored and then overwritten by the second file.

Overwrite existing files with the restored ones.

Do not restore existing files by overwriting the existing ones

Rename restored files, so that they don’t conflict with existing ones.

Rename files that already exist, so that they don’t conflict with restored ones.

Note:

Renaming will append additional (cumulative) extensions to the file. These
extensions start at .0001, then .0002, .0003, and so forth.
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3.1.1.4 Advanced Restore Options

When restoring from a backup including common files and folders only, the Advanced
Restore Options will be displayed as below. “Restore all data streams and trustees /
space restrictions” is selected by default.

Streams 2
What do you vwant to restore?

¥ All dats streams and trustess | space restrictions
 Trustaas / space restrictions only

" Data streams only

Log Options

¥ cCrests log file

Log detail level: |Summary =]

Bandwidth Option

M use all svailable bandwidth.

Figure 24. — Advanced Restore Options

Files and directories on NetWare may have additional information associated with them,
such as trustee rights and space restrictions. Although, in typical Restore scenarios this
information is restored together with files, the Agent is capable of restoring it separately
from files it belongs to.

You may need to restore trustee rights and space restrictions only, without associated
files, to re-apply this data to already restored files (regardless of the location they were
restored to - original or alternate).

The Agent can also restore “Data streams only”, without this additional information. For
example, you may need to omit trustee rights and space restrictions from a Restore if
you Restore data to a larger volume for which the space restrictions do not make sense,
or if you need to remove trustee rights from restored files.

Note:

When trying to restore safesets on a NetWare system, you may get errors such as: "O/S
message: No space left on device", and "Job failed to complete". This problem is
caused by quotas on the directory at the source. As a fix, there is a new option (on the
Command Line only) to disable directory space restrictions on Restore. A CLI example
of this would be:

LOAD VV RESTORE Job name /PARAM=job name.VPR /IGNDIRSPACE
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3.1.2 Restoring NDS Tree

If you have backed up the System State (NDS Tree) and now you want to restore it,
more granularity is offered on the “Advanced Restore Options” screen. Those options
are:

o Restore security objects
e Restore NDS server data

Note that these two options are unchecked by default. This is to give the user the choice
to either restore those data or not.

But in case of a “Bare Metal” restore, the user may need to restore them so they can
have the exact system state restored.

Log Options __g_
¥ create leg file

Log datall laval: |Summary |

Bandwidth Option

¥ Use all available bandwidth.

NDS Options
r Restore security objects

r Restore NDS server data

Figure 25. — NetWare NDS Restore Options
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3.1.3 Restoring from CD or DVD

The Agent will allow restores directly from a CD or DVD drive, without having to copy
safesets to the hard disk first. CDs and DVDs with safesets are created by Vault
personnel.

CDs typically can store around 700 MB, while a DVD will store about 4 GB.
There are several ways the safesets can be stored on the media:

e Asingle SSI on a single CD/DVD.

e SSi files that are divided into many SSi files with a fixed length, but the whole set
fits on a single medium.

e CDs or DVDs that contain a single backup that spans more than one media.

The user specifies “Directory on Disk” and then browses to the folder containing the SSI
file. The SSI file on the CD/DVD must correspond correctly to the safeset number that is
specified under “Restore from the following safeset”. If not, the Agent Console will show
an error when the restore operation begins, saying that the medium is not the right one.

When the Restore operation begins it will request a certain CD/DVD to be mounted in
the drive, if there is no media mounted. If a second (or more) media is required, it will be
prompted. It will not prompt if the requested SSI is on a CD/DVD that is already in use
(i.e.: mounted).

3.1.4 Restore Process Information

Once you finish choosing your options, click “Run Restore” to begin the restore process.

¥

Cerrent pracess
Procedild FI00 Filad Procaidad i
Job Marma:  Test File Crata Processed 336 Bytas

Statuy Restore completed Safeset Dats Processed &4 KB

Figure 26. — Restore Process Information

3.1.5 Restore Log Files

To see the log file for a Restore, under the Agent’s Jobs pane, click the Log icon, then
on the “Log File Viewer”, click the drop down “Log Files” and select “Restore”.
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3.2 Cross Computer Restores

Under “Backup and Recovery” tab, click the Agent you want to Import a Job to. Then
click, under “Jobs” tab, “Restore from another Computer”.

This brings up the “Restore from another Computer” wizard.

Ai® QAFRENCH MyWorkStation Cluster 6.00.2371 Windc  OK (1 Error) Online
W QAHPUX Server 6.00.2403 HP-Uy £ FAILED (7 Mis Online
) rhdes RedHat Enterprise L Server 6.00.2404 Linux oK Online [
QAFRENCH Jobs | Procens Monhor 2 Jobe
i Rathcre From Another Compuber ] Add -

Edit Logs Mame Description Last Backup Status Original Size Histary

| Exchdlam - y

Test Completed With Errors (12/5/2007 336 Bytes [

Figure 27. — Backup from another Computer

What the “restore from another computer” option does is it allows the User to redirect the
(original) Restore Job to a different client (location). It re-registers where the
configuration file was originally pointing, so that the Restore Job can be redirected to
another location. It does this by getting, authenticating and copying configuration
information - Vault name, computer name, and Job name - from the original
configuration, and adding it to your location so that the Restore can be accomplished
there.

The steps that the Wizard takes you through, to do this are:
e Select an existing Vault Profile.
e Select the computer that has backed up the Job that you wish to import.
e Select the Job you want to Restore.

From here, the Restore proceeds like a normal Restore, as outlined in the previous
section.
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4 Editing Settings and Configuration

Once you have configured an Agent, you have the possibility to come back and adjust its
settings to your convenience.

4.1 Agent Settings
To edit an Agent’s settings,

Click the Agent in question then click on “Agent Settings” from the dropdown “Edit”
menu.

All Agents aa
Group | Ed - |
[Name Description Type Agent Yersion 0s Agert Seftings Logs |
¥ PCIOHN MyBackup Desktop 6.20.243% windows XP SP2.1  Vali Seltings 3
e
P TW-EVA Servar 6.00.2451 NETWARE 5.70

opagate Agert Selting: ¥ ‘

Figure 27. — Edit Agent Settings

You can change your options, from tab to tab and click “Save changes” when you are
done. See the Web Agent Console Help or User Guide for detailed descriptions.

Agent Name: QAFREMCH Agent Description:  MyWworkStation ‘_?j
Retention Types Open File Notification | Performances

Retention Options

Retention Types
|Retention Name Days Online Copies Online Days Aarchived

Daily 7 7 [

weekly 31 = 1]

Monthly 365 iz 0

Sudd

Sk I Cance

Figure 28. — Agent Settings
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4.2  Vault Settings

To edit a vault’s settings, click “Vault Settings” from the “Edit” drop down. With the Vault
settings you can add, edit, remove a vault or reregister an Agent to a Vault.

To re-register an Agent to a Vault, from the “Vault Settings” screen, click “Reregister”

On the “Re-register” screen, enter the Vault’s name; add its IP address; enter the
credentials; then click “Load Computers”.

From the list of computers, select the Agent you want to reregister to the vault and click
“Save Changes”

Note: If you re-register an agent to a vault, you must then also synchronize any Jobs
before they can be used again. If this is not done, the Job will fail, complaining that
delta files are not preset. Synchronizing a Job is done via the History dialog for the

Job.
Wault Marma:! |[Iron'ault
o adde Credentials
[Aadd ] Aceaunt: =5
r - Uszser Marmme: |sa
T92.168.2.191 o | [_Remove |
|' Mowve Up J Password!: i
Mowe Down |
[ -

[_Load Computer: | |IRYASSINS RN B
CIAGE RMAN(T92.168.2.98)
WENICE1(192.168.2.83)
WMLKANEZK3(192,168.2.176) =1

[ Advanced vaul Settiings | | Sava Changas J [ cancal J

Figure 30. — Vault Settings

Editing Settings and Configuration Page 41 of 53



Agent 6.0 User’s Guide for Novell NetWare

5 Appendix

5.1 Example Backup/Restore Scenarios

These examples are intended to allow a new User to be able to step through the major
pieces of a Backup/restore process, by following an example. By using the beginning
steps outlined in the chapters of this manual, and then by following the steps listed here,
you should be able to complete a simple Backup and Restore. Further in-depth
explanations and details about the steps can be resolved with the “Agent Console
Operations Guide”.

Note: These examples are provided assuming that the user is using Windows Agent
Console though the steps for Web Agent Console are similar.

5.1.1 Example 1: Creating a Backup Job for Data Files
To create a Backup Job,

1. Right-click on an Agent and select New Job or select New Job from the File menu.
The New Job Wizard launches.

2. Select a Backup Source Type. Select “Local Drive Only”. Select Default or Unicode.
Click Next when ready.

3. Select a Vault to Backup to. The list of Vaults should have at least one Vault Profile
name in it. Click Next when ready.

4. Give the Job a name that is unique from all the other Backup Jobs you may have
created for the computer being backed up. This name will need to be 1 to 30
characters. It is good to be descriptive rather than generic. Click Next when ready.

5. You should be now on the “Source” window. This window allows you to select the
files you want backed up. This selection section will vary depending on the Backup
Source Type.

6. Double-click the Data Files check box or select files and then click the Add button. A
pop-up dialog box should appear where you can select all the files you want to
Backup. For the purposes of this example you should probably pick just a few small
text files.

Select your files/folders and click the Include button.

Repeat the previous step until your Backup file selection list is complete. Click OK
when all your files you want backed up have been selected.

9. The pop-up dialog box should have disappeared and you should be back at the
Source window. Click Next to continue.

10. You should be now on the Options window. This window allows you to
enable/disable Quick File Scanning and to configure the amount of time to allow the
Backup to complete and also to specify if you want the Backup to “defer” to the next
day if it can’t complete on time.

11. By default, Quick File Scanning is on. This option allows the Backup to quickly scan
the System to figure out if any file has changed by reading the “header” information
on each file that the System supplies. The alternative is for the Backup to read every
file in the Backup completely to see if the file has changed and is a much slower
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12.

13.

14.
15.

16.

17.

18.
19.

20.

21.

22.

method but is 100% guaranteed to find all changes in files. For almost all situations
you should leave Quick File Scanning on.

Disabling deferring means that the Backup time window settings will be ignored and
all your selection will be backed up in one pass regardless of how long it takes.
Normally it is preferable to defer a long Backup to the next time the Backup is
scheduled; when this happens the Backup simply starts where it left off from the
previous time.

The Backup Time Window indicates how long you are giving the Backup time to
complete before stopping. It is normally set to 8 hours.

Accept all the defaults on this window and click Next.

You should be on the Encryption window. This allows you to indicate whether you
want your data encrypted when it is stored on the Vault. If you do then you can select
an encryption option and choose an encryption Password. Be careful if you do
because the Vault operator will not know your Password when you want to Restore
your data. Only you will know it. Note that the password is case sensitive.

Regardless of whether you choose to encrypt your data for storage on the Vault,
during the actual transmission of the data over the network the Agent will (by default)
encrypt the communications session to ensure privacy during the transfer of
information. This Over The Wire encryption may be disabled in “Agent Properties”,
under the “Connectivity” tab. See the “Agent Console Operations Guide” for more
details.

You should now be on the Log options window. Whenever a Backup is run, a log file
of the activity is created. On this window you can select how detailed the logging
information should be. The more detailed, the larger the log file and the more disk
space the Backup uses. You can also select for how long the logs should be kept
around. Viewing the Backup logs periodically is a good way to ensure that everything
is working. After the very first Backup is run you should check the first log to make
sure everything happened correctly.

For now use all the defaults and just click Next.

You should now be on the last window of the Wizard. This is the Finished window.
Here you can select to run the Job, schedule it or just create it and do nothing else.
The default should be to “just exit” and do nothing. If this is not selected then select it
now.

Click Finish. At this point the application will attempt to contact the Vault that was
selected in order to register this new Job. If the network is down or the Vault is
otherwise unavailable or there are other unforeseen problems then an Error dialog
box will pop up. Normally everything is working ok and this step completes quickly in
just a few seconds.

This section should now be completed and the Wizard has disappeared from the
screen. Your new Job should be listed in the list of Job under the Agent icon on the
left hand pane of the screen. If instead you received an error message then you
should contact your support staff to troubleshoot the problem.

You should now go to the next example “Running an Ad-Hoc Backup” to run the
Backup Job that was newly created.
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5.1.2 Example 2: Running an Ad Hoc Backup

An “ad hoc” Backup is usually a one-time only, unscheduled Backup, run for a special or
unique reason.

1.
2.
3.

Right-Click a Job, and choose “Backup”.
Select a destination to Backup to: a Vault, a tape device or a disk directory.

There is an option to “Backup now”, without further configuration, but for this
exercise, click Next.

Choose a Retention scheme (used to specify how long we will keep the Backups
on the Vault) — daily, weekly or monthly. There are defaults that we will use for this
example: Daily is retained for seven days; Weekly is retained for a month; and
Monthly is retained for a year.

You should be now on the Options window. This window allows you to
enable/disable Quick File Scanning and to configure the amount of time to allow
the Backup to complete and also to specify if you want the Backup to “defer” to the
next day if it can’t complete on time.

By default, Quick File Scanning is on. This option allows the Backup to quickly
scan the System to figure out if any file has changed by reading the “header”
information on each file that the System supplies. The alternative is for the Backup
to read every file in the Backup completely to see if the file has changed and is a
much slower method but is 100% guaranteed to find all changes in files. For almost
all situations you should leave Quick File Scanning on.

Disabling deferring means that the Backup time window settings will be ignored
and all your selection will be backed up in one pass regardless of how long it takes.
Normally it is preferable to defer a long Backup to the next time the Backup is
scheduled; when this happens the Backup simply starts where it left off from the
previous time.

The Backup Time Window indicates how long you are giving the Backup time to
complete before stopping. It is normally set to 8 hours. Accept all the defaults on
this window and click Next.

Click Finish and the Backup Job starts, displaying the progress of the Backup.
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5.1.3 Example 3: Scheduling a Backup Job

When you are creating a new Job, at the end of the New Job Wizard, you have the
option to Run, Schedule or Exit. If you select the Schedule radio button and click Finish
in the Job Wizard, the Schedule List panel appears.

To schedule an existing Job in the Agent Console, Right-Click the Agent, and choose
Schedule Entries from the menus. The Schedule List panel appears.

1.

o g k~ w DN

10.

11.

12.
13.

Click the New button on the Schedule List panel. The schedule Wizard launches.
Welcome. Click Next.

Select Backup from the schedule command list. Click Next.

The Select a Backup Type window appears, but is grayed out. Click Next.

Select the Job you wish to schedule from the Job list window. Click Next.

The Retention window appears. Choose a Retention scheme (used to specify how
long we will keep the Backups on the Vault) — daily, weekly or monthly. There are
defaults that we will use for this exercise: Dalily is retained for seven days; Weekly
is retained for a month; and Monthly is retained for a year. For this exercise,
choose (default) Daily, and Click Next.

You should be now on the Options window. This window allows you to
enable/disable Quick File Scanning and to configure the amount of time to allow
the Backup to complete and also to specify if you want the Backup to “defer” to the
next day if it can’t complete on time.

By default, Quick File Scanning is on. This option allows the Backup to quickly
scan the System to figure out if any file has changed by reading the “header”
information on each file that the System supplies. The alternative is for the Backup
to read every file in the Backup completely to see if the file has changed and is a
much slower method but is 100% guaranteed to find all changes in files. For almost
all situations you should leave Quick File Scanning on.

Disabling deferring means that the Backup time window settings will be ignored
and all your selection will be backed up in one pass regardless of how long it takes.
Normally it is preferable to defer a long Backup to the next time the Backup is
scheduled; when this happens the Backup simply starts where it left off from the
previous time.

The Backup Time Window indicates how long you are giving the Backup time to
complete before stopping. It is normally set to 8 hours. Accept all the defaults on
this window and click Next.

Command cycle. Choose Weekly or Monthly. The screen describes how to select
the schedules.

Click Finish. The Schedule List panel appears.
Click OK.
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5.1.4 Example 4: Check the Backup Results

When your Backup is complete, the results appear in the log files in your Agent Console
window. To confirm a successful Backup:

1.
2.

Click an Agent on the left pane of the Agent Console window.

Click a Job. The Safesets and Log files for the selected Job appear in the right
pane of the Agent Console window.

Click on the Logs folder. A log report for your Backup appears in the right pane.
Double click the Log file to view the details of the Backup. The bottom (last) portion
of the Log file should indicate that the Backup was completed with no errors. If your
Job was not completed or you encountered errors, contact your service provider.

5.1.5 Example 5: Running a Restore Job

After you have completed one or more Backups, you can execute a file Restore at any

time.

1.
2.

8.

Select the Agent Job from which you want to Restore the file(s).

Choose the Restore button on the Standard toolbar. This starts the Restore
Wizard.

From the Select a Source dialog, you can view the most recent type of source
device (e.g. Vault), specific source (e.g. name of Service Provider) and Safeset or
Range of Safesets (e.g. number of Safeset — Safesets are numbered starting at
one and in increasing order). Typically, these are what you want to restore from.
However, you may change any of them as required. Click Next.

From the Encryption Options dialog, enter your encryption Password in the
Password text box if your data was encrypted during Backup. Also, enter your
Password in the Verify Password text box. Note that the password is case
sensitive. Click Next.

From the Select Restore Obijects dialog, select the file(s) you would like to
include/exclude from the Restore.

From the Destination Options dialog, establish the location to which the files are to
be restored, whether or not you want sub-directories created and if existing files
should be overwritten. The defaults are to restore to an alternate location (you
need to specify the location), create sub-directories and overwrite existing files.

From the Advanced Restore Options dialog, set any desired options. The defaults
are to not restore the Local Registry/Novell Bindery/NDS (depending on the
operating System), to restore all data and security streams, to create a log file, and
to use all available bandwidth. You may change any or all of the defaults.

Click Finish.

Check the Restore log to see if the Restore was successful.
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5.1.6 Example 6: Cross Computer Restore

Normally when a Job is created to do a Backup, the client uses a unique configuration
file. You must create a Profile for the Server which you want to Restore from, with the
same authentication information as the original computer used for Backup. You may
want to use this method for a disaster recovery plan, as well as for normal data
migration.

There are limitations on which operating Systems can successfully transfer data in this
way. For example, different versions of the same O/S, such as NetWare6.0 and 6.5 are
okay. O/S’s that are part of the same family, or share similar origins, such as Linux and
Solaris are also okay.

What the “restore from another computer” option (via a Wizard) does is allows the User
to redirect the (original) Restore Job to a different client (location). It re-registers where
the configuration file was originally pointing, so that the Restore Job can be redirected to
another location. It does this by getting, authenticating and copying configuration
information - Vault name, computer name, and Job name - from the original
configuration, and adding it to your location so that the Restore can be accomplished
there.

Steps in the Restore

1. Ensure that the data is fully available for Restore (i.e. updated) on the Vault. This
means that the Backup is current, and will properly Restore all needed data.

2. Logon to the System that you will Restore the data to. This is the different System
than the one that did (created) the Backup.

3. Create a Vault Profile for the Vault on which the data is stored. Use the
authentication information that was used for the original Backups.

4. From the Tools menu select “Restore from another computer”, from the Vault
Profile dialog select the Vault Profile that was created above. Click Next.

5. On the Registered Computers dialog select the computer that originally stored the
data being restored. Click Next.

6. On the Job dialog select the Job that protects the data to be retrieved. Click Next.

7. On the Import Job you are told that all information required has been collected to
accomplish the Restore. Click Next.

8. This process downloads catalogs for all available Safesets for this Job.

9. This process, when complete, spawns the Restore Wizard starting with the Select
a Source dialog.

The Restore now continues like a Restore from the original computer.

Note that now you will have a “new” Job in your list of Jobs, which came from the other
Agent. It only performs Restores and does not allow Backups.
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5.1.7 Example 7: Bare-metal Disaster Recovery

5.1.7.1 Bare-metal Disaster Recovery Best Practices

Below is an outline of the rules and practices required to make a bare-metal restore
successful on the latest versions of NetWare. Several of these rules include steps that
should be performed long before the NetWare server crashes and you need to restore it.
Please familiarize yourself with these rules and make sure you implement them as soon
as possible.

For this discussion, the 'old server' represents a NetWare server that needs to be
reinstalled from scratch and the 'new server' represents the replacement server.

1. Never restore NDS in a multi-server tree. To restore a server in a multi-server tree,
first delete information about the old server from the tree and then install the new server
in the tree as specified by Novell in their documentation Novell Knowledgebase:
(http://support.novell.com/search/kb_index.jsp), then install the Agent for NetWare to it
and restore files only.

2. Backup the new server before restoring data to it. At least the DOS drive where
NWSERVER directory resides (usually C:) and SYS: must be backed up. In addition, if
this is a standalone server (not belonging to a multi-server tree), make sure you backup
all NDS objects.

3. Install exactly the same software to the new server as was installed on the old. This
includes exactly the same NetWare version, the same standard products, the same
support packs and post-service pack fixes. If possible, use the same installation media.
Do not install more products than were installed on the new server because they will not
be updated during the restore. Do not install less products because some of them may
generate information during installation that is stored neither in NDS nor in a publicly
accessible file system, like the certificate server and its public/private key pairs. In
particular, make sure that you select the same configuration when installing
NWASPI/NWTAPE and configuring the new server as SLP agent.

4. Do not restore Security Objects when restoring NDS (this option is turned off by
default). Security Objects are tied to the NetWare server public/private keys that are
generated each time the server is installed. This means, in particular, that no manually
generated certificates will be restored. You will need to recreate them after the restore.

5. Make sure you do not overwrite SYS:\PUBLIC\RootCert.der of the new server during
the restore. Other files that you should not overwrite include SYS:\SYSTEM\NICI and
SYS\SYSTEM\CSLIB. We cannot provide a full list of files that are tied to the NetWare
server public/private keys and hence should not be restored to a different (read: new)
server, please consult the documentation provided with them or contact their vendors.
This is true for standard products distributed with NetWare as well. If you accidentally
overwrote files on the new server that were tied to the new server public/private keys,
please use the previously created backup (rule 2) to restore them.

6. The new server should have exactly the same name as the old, the same server ID
number, the same addresses bound to the same NICs (IP, IPX etc), the same primary
and secondary IP addresses, the same host and domain names and the same admin

name with the same password. NDS must be backed up with this name and password
on the old server before the bare-metal restore (standalone servers only).
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7. The new server must have the same locations for objects and containers in the tree,
including admin object, server container, and iManage container (you will be prompted
for them during NetWare installation).

8. The new server should be installed using the same NetWare licenses as the old. The
licenses should not be time-bombed (including SEL licenses).

9. The new server should have the same hardware as the old, including slots the
hardware is installed into. If the slots are different, you may need to edit STARTUP.NCF
and/or AUTOEXEC.NCF or restore them from the previously created backup (rule 2).

10. Unload as many application as possible on the new server before performing bare-
metal restore. Use either the UNLOAD command or comment them out from
AUTOEXEC.NCF and restart the server (as any open files will not be updated during
bare-metal restore, with potentially fatal consequences). In particular, this includes the X
Window System and any Java applications. To unload Java, perform the following
commands: UNLOAD JAVA and UNLOAD JVM.

11. Server settings (like SET VM GARBAGE COLLECTOR PERIOD and so on) will not
be restored. Currently, the best way to set them persistently across bare-metal restores
is to specify them explicitly in AUTOEXEC.NCF and STARTUP.NCF on the old server.

Notes on NetWare Restores: On NetWare 6.x and above most settings are persistent,
i.e. you don't have to specify them in STARTUP.NCF or AUTOEXEC.NCF, the operating
system takes care of restoring them after the server reboots. However, our agent for
NetWare does not restore them during a bare metal restore. These settings are stored in
several files in CANWSERVER, and although the files are restored, the server refuses
restoring the settings from them. This may be caused by incorrect file times.

It may be important to adjust the settings for specific hardware, like directory entry
numbers, packet sizes and so on. Resetting them to default values may leave the server
in a not usable state.

Currently, the Agent software does not support this. Actual server settings are stored not
in C:\NWSERVER but in SYS:\_NETWARE. This is a special directory that is virtually
inaccessible at all from programs other than the OS itself. It stores physical NDS
databases and other highly sensitive information and is not supposed to be accessed
directly.

As a workaround, servers that may be "bare-metal-restored" later should have their
settings specified explicitly, either directly in STARTUP.NCF and/or AUTOEXEC.NCF, or
in an NCF file which is called from AUTOEXEC.NCF.
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5.1.7.2 Bare-metal Disaster Recovery Procedure

This section outlines the steps required to recover from a worst-case disaster whereby
you have lost your entire Server System (i.e., hardware, operating System and data
files). These steps will walk you through the Agent Console so as to get your new Server
System up and running back to normal. Please refer to the Best Practices above for
detailed explanations and planning before a restore is required.

The steps below may refer to the new System as a replacement System. Also, the old
System may be referred to as the original System.

1. Reconfigure hardware that is similar (at least a minimal configuration) to the original
hardware.

2. Create a logical drive that matches the original configuration. Although hardware
does not always need to be identical, be aware that some drivers that are listed in
the Backup set may be incompatible with hardware on the new Systems, and may
require you to manually remove or install drivers in Safe mode.

3. You may optionally want to test your System state Restore on some other test
hardware (different from your replacement hardware) before you actually perform the
System state Restore on the replacement System.

4. Reinstall the same version of the operating System (as was installed previously) as a
stand-alone Server to the same drives and paths to which the operating System was
previously installed.

5. When re-installing the operating System, you must use the same Server names as
those used on the original System.

6. When re-installing the operating System, you must install all relevant support
packs/patches as those used on the original System.

7. Reinstall the Agent to the same installation directory as that used on the original
System.

8. Reinstall Agent Console to the same installation directory as that used on the original
System.

9. When a Job was first created, it was registered with the Vault, which still
‘remembers” the Registration, so you cannot register it again as if it was new, you
must “re-register” it to tell the Vault that it is back. In Agent Console, under Agent
Configuration -> New -> Vault Registration, choose “Re-register previously registered
computer”. Complete the rest of the registration as before.

10. Next, to do a Restore for recovering your full drive Backup (i.e. the Backup that
includes your System state Backup as well as all of your other data) select the Agent
Job from which you want to Restore the file(s).

11. Choose the Restore button on the Standard toolbar. This starts the Restore Wizard.

12. From the Select a Source dialog, you can view the most recent type of source device
(e.g. Vault), specific source (e.g. name of the Service Provider) and Safeset (e.g.
number of Safeset — Safesets are numbered starting at one and in increasing order).
Typically, these are what you want to Restore from. However, you may change any
of them as required. Click Next.

Appendix Page 50 of 53



Agent 6.0 User’s Guide for Novell NetWare

13.

14.

15.

16.

17.

From the Encryption Options dialog, enter your encryption Password in the
Password text box if your data was encrypted during Backup. Also, enter your
Password in the Verify Password text box. Note that the password is case sensitive.
Click Next.

From the Select Restore Objects dialog, select the file(s) (typically all the files,
System and data) you would like to include/exclude from the Restore.

From the Destination Options dialog, establish the location to which the files are to
be restored, whether or not you want sub-directories created and if existing files
should be overwritten. The defaults are to Restore to an alternate location (you need
to specify the location), create sub-directories and overwrite existing files.

From the Advanced Restore Options dialog, set any desired options. The defaults
are to not restore locked files, to not restore the Local Registry/Novell Bindery/NDS
(depending on the operating System) and to restore all data and security streams.
You may change any or all of the defaults.

Click Finish. Check the Restore log to see if the Restore was successful.

A successful Restore should have your new System restored back to its state at the time
the last Backup was performed.
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